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As a federal enterprise acting on behalf of the 
German Government and multilateral donors, for 
the past 20 years GIZ has been carrying out projects 
that help pave the way for security as the foundation 
for peace and development. In 2014, it published 
initial guidelines that set out its corporate policy for 
work in the field of security.

In response to the increasingly complex challenges 
and the rapidly developing and dynamic priorities 
of our commissioning parties and clients, we have 
drafted this guiding framework in order to define 
and organise our engagement in this field of activity 
more clearly. As a major German implementing 
organisation, the escalating crises worldwide and 

the higher expectations placed on Germany to play 
a more active role in this context present us with 
opportunities as well as challenges.

Consequently, we want to make GIZ’s approach 
in the security sector clear and transparent for all 
our staff. Another objective of this document is to 
shape the dialogue with our commissioning parties, 
clients and partners, identify scope for action, 
pinpoint and adequately address potential risks, 
while highlighting the tangible added value GIZ can 
contribute to this field of activity. On this basis, we 
aim to identify the need for action and for making 
adjustments in-house.

Introduction
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Human security is the principle that defines 
the purpose of our engagement in the field of 
security. Human security denotes a broader notion 
of security based on the right of the individual to 
live in freedom and dignity, free from poverty, fear, 
want and despair. The prime concern is not with 
the security of a government or a regime, but with 
that of the population. For many years, GIZ has been 
contributing to the advancement of the principle 
of human security both practically in various fields of 
activity and in specialist discussion. 

1

GIZ’s work in the field of security helps to build 
up and reinforce the state’s monopoly on the 
legitimate use of force for safeguarding human 
security. This monopoly is based on the premise 
that the members of a state abstain as individuals 
from asserting their rights and claims by force. 
They surrender this prerogative to the state security 
sector, which is bound by the prevailing legal system.

The role of the security sector is therefore to 
implement the state’s monopoly on the legitimate 
use of force or to oversee its implementation. 
According to OECD/DAC, the security sector 
consists of state and non-state actors and oversight 
bodies:

•  State security and justice actors include the police, 
border guards, the armed forces, intelligence 
agencies, public prosecutors and the penal system.

•  Non-state security and justice actors include 
citizens’ militias, private security services 
and armed groups, but also the traditional 
justice system.

1	 Alongside	activities	in	the	field	of	security,	projects	focusing	on	the	environment,	climate	change	and	economic	and	
social	resilience	also	contribute	to	human	security.

2	 See	GIZ’s	services	in	security,	such	as	strengthening	and	reforming	the	police	force,	community	policing,	arms	control,	
disarmament,	demobilisation	and	reintegration	of	ex-combatants,	integrated	border	management,	strengthening	regional	
peace	and	security	architectures,	reforming	the	judicial	system	and	human	rights.

•  Government oversight authorities include 
relevant parliamentary committees and ministries, 
ombudspersons and human-rights and anti-
corruption institutions.

•  Non-state oversight institutions include in 
particular civil-society organisations.

The security sector can only contribute to security, 
peace, stability and development if it is perceived 
by the population as legitimate and effective in 
safeguarding human security. We therefore assist 
in establishing and strengthening a security sector 
that meets the needs of the population in line with 
democratic, rule-of-law and human-rights standards 
and principles (security sector reform approach). 2

GIZ’s understanding of security as a field of activity 
is based on current national and international key 
documents and policy papers, such as the German 
Government’s interministerial Guidelines on 
Preventing Crises, Resolving Conflict and Building 
Peace (2017), the World Bank/UN joint study 
Pathways for Peace (2017), and the UN and EU 
standards for security sector reform (see also the list 
in the Annex). It takes as its frame of reference the 
nexus of security, peace and development as expressed 
in particular in Goal 16 of the 2030 Agenda (2015) 
and the EU Global Strategy (2016). In order to 
implement the UN Security Council Resolution 
1325 on women, peace and security (2000) and Goal 
5 of the 2030 Agenda, GIZ seeks to take greater 
and more active account of the special concerns and 
interests of women and girls, which the German 
Government has highlighted as a key issue in its 
application for a seat on the UN Security Council.

1. GIZ’s understanding of security as a field 
of  activity 
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2. Security as a GIZ field of activity and its relevance 
to foreign, security and development policy

Over the past 20 years, security has developed as 
a GIZ field of activity in line with the programmatic 
priorities of our commissioning parties and clients.

• The Federal Ministry for Economic Cooperation 
and Development (BMZ) has focused on linking 
peace, development and security and this has been 
reflected in GIZ projects since the 2000s (support 
for the African Peace and Security Architecture; 
disarmament, demobilisation and reintegration of 
ex-combatants, etc.).

• Based on the experience gained by the German 
Government in Afghanistan, the Federal 
Foreign Office (AA) first started to commission 
international cooperation projects in the security 
sector in 2008 in order to support foreign policy 
goals. Activities initially focused on strengthening 
the police force and later moved to disarmament/
arms control. Since 2014, the emphasis of foreign-
policy interventions has been on crisis prevention, 
stabilisation and post-conflict rehabilitation and 
these areas have received increased budget funding. 
The security sector reform approach is being 
further developed as a foreign-policy instrument in 
this context.

• Another relevant commissioning party for GIZ 
(also since 2008) has been the Federal Ministry of 
Defence (BMVg), starting with the construction of 
military infrastructure in Kosovo and Afghanistan. 
Since 2016, GIZ has been commissioned by 
BMVg under the German Government’s Enable 
& Enhance Initiative, in particular with the 
procurement of equipment (no lethal weapons, 
see overarching principle 5) and infrastructure 
measures for military actors from partner countries.

• Over the past ten years, the European Commission 
has become GIZ’s main multilateral client, with 
greater focus being placed on sensitive issues 
such as the illegal drug trade, arms and human 
trafficking, border management in response to 
displacement and migration, and the prevention of 
violent extremism.

The way the priorities of our commissioning parties 
and clients have changed must be placed in the 
context of the following trends both in Germany and 
internationally:

Security challenges are changing in the course of 
globalisation and transnationalisation. 

Complex threats such as pandemics, international 
terrorism, cross border organised crime and the rapid 
spread of transnational conflicts and fragile statehood 
are on the rise. Some of these challenges have direct 
repercussions on the internal security of Germany 
and the EU and call for cooperation among several – 
in some cases new – actors. Ultimately, policymakers 
will also have to find more rapid responses to 
keep pace with the increasing momentum of 
security challenges. This means that development/
international cooperation will have to be more 
adaptable, forge new multi-actor partnerships and 
adopt interdisciplinary approaches.

Security issues are becoming increasingly relevant in 
German and EU international cooperation. 

The idea of human security and the associated 
emphasis on a holistic approach are undergoing a 
renaissance. International organisations such as 
the UN are coming under increased pressure to 
forge a more coherent link between peace, security, 
development and diplomacy in practice and to 
adjust their capacities and approaches accordingly. 
Parallel with this, the German Government and 
the EU have launched the so-called Enable and 
Enhance Initiative, with the aim of investing in 
training and equipping military security actors above 
all to improve the stability of partner countries and 
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regions. This approach also draws on development 
cooperation initiatives and resources, such as 
expanding the EU Instrument contributing to 
Stability and Peace. At the same time, security issues 
receive higher priority in the EU’s budget lines for 
development, such as the EU Emergency Trust Fund 
for Africa. Critics feel that this poses the risk of an 
increasing securitisation of international/development 
cooperation. Conversely, this also implies that 
traditional development cooperation topics such as 
sustainability, systemic reform, context sensitivity and 
the principle of human security now receive greater 
attention in the security arena.

The German Government and the EU are more 
willing to bear greater responsibility in foreign and 
security policy. 

This is being justified by the escalation of crises 
on both Germany and the EU’s doorstep and by 
the inability of established, global and multilateral 
institutions (such as UN and NATO) to cope 
with them effectively. As a result, pressure mounts 
on the German Government and the EU to take 
proactive foreign and security policy measures. 
With its 2017 Guidelines on Preventing Crises, 
Resolving Conflicts, Building Peace, the German 
Government drafted an interministerial framework 
for implementing foreign, security and development 
policy in the security sector. 3 The firmer resolve 
of Germany and the EU to intervene in this sector 
will raise expectations for GIZ to engage to a greater 
degree in security issues.

3	 See	the	undertaking	by	the	German	Government	to	step	up	its	engagement	in	the	security	sector	and	appoint	a	working	
group	to	draft	an	interministerial	strategy	on	security	sector	reform.
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3.1 Challenges and risks
In many ways, the challenges and risks inherent 
in the field of security are similar to those in other 
fields of activity when we work in politically sensitive 
contexts and fragile statehood scenarios. As the field 
of security also deals with the use of force by the 
state, however, some of these challenges and risks 
are more pronounced. Moreover, the complexity 
of the issues and the manifold policy goals of our 
commissioning parties and clients pose a number of 
challenges for project implementation. This section 
will therefore take an initial critical look at the 
challenges and risks in this field of activity, and the 
subsequent overarching principles will offer guidance 
on how to deal with them.

As outlined, the motivation of commissioning 
parties and clients to engage in the security sector 
is not just based on meeting the partner country’s 
development needs, but also on achieving anticipated 
impacts in foreign, security and domestic policy. 
Aside from improving local security, our projects 
are expected to promote bilateral and multilateral 
relations and make a contribution to implementing 
international agendas. One of the major domestic-
policy motives is addressing global and transnational 
security challenges that could pose a threat to 
German national security. Due among other things 
to this complex and frequently vague rationale, 
commissions quite often concentrate on visible, 
short-term measures for enhancing the capabilities of 
selected security actors. GIZ projects must therefore 
operate among the diverse, potentially conflicting 
objectives and timeframes of our commissioning 
parties and clients.

There is a heightened risk of unintended negative 
results, especially in terms of human rights, gender 
and conflict sensitivity. This risk increases when 
we cooperate with partner governments whose 
first priority is not to protect their people but to 
deploy the security sector for the purpose of political 
repression or retaining power. Among security actors, 

this risk is particularly acute where professional 
standards and accountability and oversight 
mechanisms have been ineffective. Short-term or 
purely technical measures can also have adverse 
consequences for long-term peacebuilding and 
stabilisation processes.

Risks to perceptions and to the achievement of 
results are higher where the state monopoly on 
the use of force fails. In these scenarios, non-state 
security actors take over the function of the state 
security sector. This raises the question of whether 
and how we can cooperate with these non-state 
actors in partner countries without jeopardising the 
establishment or reinforcement of the state monopoly 
on the legitimate use of force. Moreover, there is a 
risk that cooperation with non-state security actors 
may support the emergence of future warring parties 
and of structures that violate human rights. In acute 
violent conflicts (stabilisation context), the state 
security sector can also be perceived as an actor in 
a conflict. By working with state and non-state-
security actors, GIZ is therefore at a particular risk 
of being seen as ‘taking the wrong side’, which could 
jeopardise future activities in the country.

There are also concerns that GIZ engagement in 
the security sector will put personnel at greater 
security risk, particularly in contexts where we could 
be associated with conflict actors, perceived as a 
combatant or informant or where we may disrupt 
criminal activities.

As a civilian actor that works with security 
providers, GIZ is different from its counterparts. 
Measures in the security sector require very diverse 
expertise. One challenge GIZ faces is combining its 
core competences with the specific security expertise 
of external providers. International and national 
implementing partners outside of development/
international cooperation contribute relevant 
expertise or are desired as consortium partners 
by the commissioning party or client. The logic 
by which they operate is frequently different to 

3. Bridging the gap between the expectations 
of our clients and actual conditions in the 
partner country 
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that of a development/international cooperation 
organisation. A common understanding of the 
approach and of the objectives therefore usually needs 
to be established beforehand.

3.2 Principles 
Over the past 20 years, GIZ has gained broad 
experience in the security sector and carried out high-
quality measures despite persistent challenges. A key 
finding in this context is that GIZ’s development/
international cooperation initiatives and principles 
contribute added value that conventional military 
and police advisors cannot.

The following principles are intended as guidelines 
for advising our commissioning parties and clients 
and conducting our projects. The aim is to cover 
the different results anticipated as well as the 
objectives set by our commissioning parties and 
clients and to implement these more effectively, 
while minimising unintended negative results. Not 
all the challenges mentioned above can be mastered 
by applying these principles to the field of activity. 
Especially when it comes to meeting the objectives 
set by our commissioning parties and clients but 
also to addressing issues of personnel security, some 
questions still need to be clarified and worked on by 
the various corporate units.

Principle	1:	

We design our projects to cater for the diverse 
results anticipated by our commissioning parties 
and clients.

• As our commissioning parties and clients have 
different interests, we enter into dialogue with 
them at an early stage to clarify all aspects of 
the anticipated results and to examine causal 
relationships. This means that we identify and 
discuss possible contradictions and unintended 
negative results early on. In the German 
Biosecurity Programme funded by the Federal 
Foreign Office, for example, we designed a 
multilayered results model together with the 
commissioning party and the participating 
specialist institutions. It takes equal account of the 
contribution to international agendas, protection 
against global threats, networking of implementing 
partners and the capacity development of partners.

• The compatibility of results and objectives of our 
various commissioning parties and clients can also 
be ensured at implementation level. Individual 
GIZ projects to support the African Peace and 
Security Architecture (APSA), for example, bring 
together civilian, police and military components 
at project level.

Principle	2:	

We establish the effect-relationship between security 
sector reform and human security.

The state security sector can only help support peace, 
stability and development if it is perceived by the 
population as legitimate and effective in safeguarding 
human security.
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• That is why we adopt a human-rights-based 
approach that focuses on the individuals or 
groups that are the victims of violence, insecurity 
or injustice and their need for and right to 
protection (leaving no one behind). We develop 
the human-rights capacities of our partners in the 
security sector, including specific accountability 
mechanisms. This way, we help ensure that 
strengthening the security sector does not impinge 
on political and civil rights.

• Accounting for gender aspects is key to raising 
effectiveness and ownership and improving 
oversight of the security sector. GIZ’s engagement 
in Kenya, for example, helped set up gender desks 
in police stations to prevent gender-based violence.

• We involve civil-society actors as mediators 
between the population and the security sector to 
foster transparency, articulate security needs and 
(re-)build or boost confidence between citizens 
and security actors.

• When planning measures, we conduct a detailed 
analysis to align the support needs of the security 
actors with the security needs of the population.

• We take account of the fact that, in various 
scenarios, the state monopoly on the use of force is 
weak or completely ineffective and that non-state 
security actors take on responsibility for meeting 
the security needs of the population as a result.

• To make the causal relationship with the principle 
of human security visible and verifiable, projects 
should not just operate at macro and meso level, 
but also address the micro level, for instance by 
way of community policing initiatives (multilevel 
approach).

Principle	3:	

We place support for the security sector in the 
bigger context of peacebuilding and nation-building.

• We define the interfaces with relevant issues 
such as reconstruction for crisis prevention, 
reconciliation and decentralisation. Via these 
interfaces, we can identify and take account of 
the systemic peace and governance needs and 
associated reform requirements for the security 
sector (whole-of-government approach). This 
applies for all scenarios, i.e. in stabilisation 
contexts, at the beginning of peace processes, in 
post-conflict situations and in stable contexts.

• When planning measures, we refer to and connect 
with national, regional and multilateral reform 
agendas and dynamics and align with these in 
order to generate leverage.

• We take ongoing policy dialogue processes as a 
frame of reference to address sensitive issues and 
critical reform needs. We do this in cooperation 
with other bilateral and multilateral actors. The 
Police Programme Africa in the Democratic 
Republic of the Congo, for example, cooperated 
with UNICEF and the UN and EU police, the 
French Embassy and specialised NGOs to deal 
with sensitive issues such as gender.

• Short-term or technical measures for equipment 
or construction for example, are not an exclusion 
criterion for pursuing long-term strategies in the 
security sector. As practical experience from the 
police programmes for the Palestinian territories 
and Africa has shown, the short-term measures 
carried out initially to provide equipment helped 
to build confidence with national partners. On this 
basis, we initiated planning and dialogue processes 
for long-term capacity development and further 
reaching security sector reform measures, together 
with our partner and the commissioning party.
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Principle	4:	

We forge multi-actor partnerships with German and 
international security actors and institutions.

Cooperation and consultation with other German 
and international actors is particularly important in 
the field of security.

• Cooperation with the German police and 
armed forces plays a growing role for GIZ in 
adopting a coherent national approach. They 
are increasingly engaged locally as part of peace 
missions and bilateral projects to provide training 
and equipment. This affords new opportunities for 
networking cooperation and harnessing mutual 
expertise. We collaborate with the Bundeswehr, 
for example, in supporting the maritime security 
capabilities of ECOWAS or in the stabilisation 
mission in Mali.

• We maintain dialogue with scientific institutions 
and specialist organisations for further developing 
our technical and analytical capacity, evaluating 
results and engaging in major policy debates.

• We cooperate more closely with multilateral 
organisations that set or oversee compliance with 
international and regional standards. This boosts 
the credibility and sustainability of our support.

4	 The	decision-making	aid	is	available	in	DMS	here.	
https://dms.giz.de/dms/llisapi.dll?func=ll&objaction=overview&objid=131142753

Principle	5:	

We are aware of the particular risk of unintended 
negative results and continually review our actions 
at the different results levels.

Diverse risks need to be taken into account 
when appraising commissions and designing and 
implementing projects. 

• We address the question of whether, with whom 
and how we should engage in the security sector in 
a partner country to meet the results expected by 
commissioning parties and clients depending on 
the context. The broader political climate plays a 
role, as does the (anticipated) short-term or long-
term motives of our project partners.

• When deciding whether to accept a sensitive 
individual commission, we apply the GIZ 
Entscheidungshilfe (Decision making Aid for 
Selected Projects in the Security Sector) as an 
instrument for consultation within GIZ. 4 

• Where negative results cannot be avoided or 
anticipated, the commissioning party or client 
must be notified early on of the limits of our risk 
assumption. This applies, for example, for the 
use of police or military equipment. We view 
the procurement of lethal weapons as exceeding 
these limits and therefore do not take on any such 
commissions.

• GIZ Safeguards+Gender Management System 
is the main instrument for assessing unintended 
negative results in the area of human security. This 
involves an integrated context and human rights 
analysis, which takes account of the correlation 
between conflict, fragility, violence and human 
rights violations within the context of human 
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security. Moreover, it enables us to identify and 
adequately address the scope for promoting gender 
equality at an early stage.

• In the case of a significant deterioration, a 
scenario-based realignment or exit strategy must 
be planned for from the outset and agreed on with 
the commissioning party or client, with whom 
close exchange may be needed for rapid and 
flexible project realignment.

• Close consultation with the Corporate Security 
Unit is essential for coping with risks to personnel.

Principle	6:	

We define and profile our unique position as a 
civilian advisor in the security sector.

Owing to the closer dovetailing of foreign, security, 
domestic and development policy, the German 
Government’s expectations of GIZ’s work as its 
implementing organisation in the security sector 
are now higher and of immediate relevance. The 
new claim of our commissioning parties and clients 
to shape foreign and security policy, the stronger 
focus on security in international cooperation and 
its linkage with peace, development and diplomacy 
issues affords a window of opportunity that GIZ 
should grasp by taking advantage of its comparative 
strengths.

• When they approach us with requests or 
commissions, we advise our commissioning 
parties and clients in line with the principles 
outlined above and use our core competencies 
and comparative strengths to actively solicit 
commissions from prospective clients.

• We further develop our professional, 
methodological and analytical capacities where 
we can deliver added value based on our 
understanding of security. GIZ’s core competencies 
and comparative strengths include the following:

 − We highlight human security as a goal of our 

engagement and place this in the broader 

context of security sector reform (e.g. security 

actors and parliamentary oversight; police 

force and criminal justice system). 

 − Our interdisciplinary and intersectoral approach 

enables us to effectively harness security-

related interfaces. By jointly addressing the 

interfaces with other GIZ fields of activity 

in particular, we can effectively deal with 

complex issues, such as preventing violent 

extremism, anti-corruption in the security 

sector, urban safety and cyber security.

 − Thanks to our multi-actor approaches, we can 

engage with broader security-policy issues 

(climate or health security).

 − We apply methods and advisory approaches 

from international/development cooperation.

 − Our managerial skills and local networks 

enable us to take flexible, rapid and reliable 

action on site, so that we remain able to act 

in critical situations and to implement complex 

projects.
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• We will continue to build and expand sound 
sectoral cooperation and networks, including 
with national and international cooperation 
partners that can draw on specialist technical 
and organisational know-how or undertake 
complementary tasks. We will engage in more 
in-depth exchange with bilateral and multilateral 
actors on international standards, strategies and 
coordination mechanisms.

This document does not mark the end of our efforts 
to further develop security as a field of activity. 
Cooperation between our different corporate units is 
vital if we are to continue to shape and operationalise 
the guidelines and principles set out here.
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